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Abstract: The purpose of this article is to explore the key aspects of
cryptocurrency exchange systems, including their role in storage,
exchange, and token staking. By examining the characteristics and
features of these exchanges, cryptocurrency users can make informed
decisions about how to allocate and store their funds effectively.
There are two main types of cryptocurrency exchanges: centralized
exchanges (CEX) and decentralized exchanges (DEX). Centralized
exchanges are governed by a central authority that manages user funds,
providing a more streamlined and user-friendly experience. Howev-
er, this centralization creates security risks, as users must trust the
exchange with their assets. If the platform is compromised or experi-
ences technical failures, users may suffer significant losses. Moreover,
centralized exchanges often require identity verification and other
regulatory procedures, which can be a barrier for those who prioritize
privacy or anonymity in their transactions. On the other hand, decen-
tralized exchanges (DEXs) operate without a central governing body,
allowing users to retain control over their funds and trade directly with
each other using smart contracts on a blockchain. This decentraliza-
tion reduces reliance on intermediaries and enhances privacy, but it
also presents challenges. DEXs tend to be more complex to use and
may require greater technical expertise.

Future research should examine how various groups — ranging from
individual investors to large financial institutions — are incorporating
cryptocurrency exchanges into their financial strategies.
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Streszczenie: Celem artykutu jest przedstawienie kluczowych aspektéw
zwigzanych z systemem gield kryptowalutowych. Wyréznia si¢ dwa
gléwne typy gietd kryptowalutowych: gietdy scentralizowane (CEX)
oraz gieldy zdecentralizowane (DEX). Gieldy scentralizowane sg zarza-
dzane przez centralny organ, ktéry kontroluje $rodki uzytkownikéw,

DeFi (zdecentralizowane oferujac bardziej uproszczone i przyjazne dla uzytkownika do§wiadcze-

finanse) nie. Jednak ta centralizacja wiaze si¢ z ryzykiem, zwlaszcza zwigzanym
z bezpieczeristwem, poniewaz uzytkownicy musza powierzy¢ swoje
aktywa gieldzie. Z kolei gietdy zdecentralizowane (DEX) dzialajg bez
centralnego organu, pozwalajac uzytkownikom na zachowanie petnej
kontroli nad swoimi §rodkami oraz bezposrednia wymiane kryptowa-
lut za pomocg smart kontraktéw na blockchainie. Ta decentralizacja
redukuje zaleznos¢ od posrednikéw i zwigksza prywatno$é, ale wiaze
si¢ rowniez z wyzwaniami. Gieldy DEX sg zazwyczaj bardziej skom-
plikowane w obstudze i moga wymaga¢ wigkszej wiedzy technicznej.

Przyszte badania w obszarze zdecentralizowanych finanséw powinny
JEL:
E42, E44, E49, F31, F32,
F38, Gl1, G14, G15, G18,
G21, O16

si¢ skupi¢ na analizie tego, w jaki sposéb rézne grupy inwestoréw —
od indywidualnych po duze instytucje finansowe — zaczynajg wyko-
rzystywac gieldy kryptowalutowe w swoich strategiach finansowych.

Introduction

The crypto ecosystem is based on the concept of decentralization. Instead of
depending on central bank currencies and trusted intermediaries, it envisions transfer
recordkeeping handled by a network of anonymous validators. Decentralized finance
(DeFi) aims to mirror traditional financial services within the crypto world, typical-
ly supported by the role of stablecoins as a medium of exchange. DeFi also integrates
innovations like programmability and composability on blockchains [Bank for Inter-
national Settlements, 2023].

Cryptocurrencies are defined in various ways, with one definition provided by the
Act of March 1, 2018, on counteracting money laundering and terrorist financing.
According to this definition, cryptocurrencies are described as “virtual currency, i.e.,
a digital representation of value that is not:
= a legal tender issued by the NBP, foreign central banks, or other public adminis-

trative bodies,

« an international settlement unit established by an international organization and
accepted by individual countries belonging to or cooperating with that organization,

» electronic money under the act on payment services,

« afinancial instrument under the act on trading in financial instruments,

= a bill of exchange or check,
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» and can be exchanged in economic circulation for legal tender, accepted as a medi-
um of exchange, and may be stored, transferred, or traded electronically” [Ustawa

z dnia 1 marca 2018 1r.].

It is important to note that in 2025, new legislation concerning cryptocurrencies is
expected, with ongoing work on this project currently being conducted [Chancellery
of the Prime Minister, 2024]. Moreover, recent reinforcement of European legislative
landscape through implementation of the Regulation on the Markets in Crypto-Assets
(MiCA) was adopted in June 2023 [Crypro-assets..., 2023]. Regulation covers crypto-
assets and services not already regulated by existing EU financial services legislation
and in February 2025 was additionally extended over stablecoins, to ensure the intrin-
sic coverage of their value [Markets in Crypro-Assers. .., 2025].

Cryptocurrency should not be considered synonymous with virtual currency, as
there are virtual currencies that do not all use blockchain technology and associated
cryptographic methods for recording transactions [UKNE 2021].

The development of cryptocurrencies has initiated the creation of exchange systems
that act as intermediaries in the trading of digital assets and cryptocurrency wallets that
allow for the storage of tokens with varying levels of security and the required level of
user experience and knowledge [Taylor et al., 2022].

The purpose of this article is to present the key aspects related to the system of
exchanges that enable the storage, exchange, and token staking. The characteristics
and analysis of the significant features of cryptocurrency exchanges allow cryptocur-
rency users to make the most optimal choices related to the allocation and storage of
their funds. Furthermore, analyzing factors related to the security, anonymity, costs,
and risks of individual methods of storing and exchanging cryptocurrencies is crucial
for cryptocurrency users.

Characteristics of Cryptocurrency Exchanges

The cryptocurrency trading system operates in many different forms. There are cryp-
tocurrency exchanges, currency exchange offices, virtual currency wallets, exchanges,
and cryptocurrency ATMs. This article focuses on the unique aspects of cryptocurrency
exchanges. It should be emphasized that the essence of the operation of cryptocurren-
cy exchanges and wallets lies in the process related to cash flow and cryptocurrencies
[You-Ping Chen, 2019].

As cryptoassets gained wider attention from potential investors, centralized enti-
ties took on a larger role in directing funds into cryptocurrencies. Centralized exchang-
es, in particular, which enabled the conversion between Bitcoin, other cryptoassets,
and fiat currencies, helped drive rising crypto prices by attracting new participants in
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a self-reinforcing cycle. Centralized intermediaries, including platforms like Mt. Gox
in the early days and more recently Binance, Coinbase, Kraken, and FTX until its sud-
den collapse in late 2022, have consistently reaffirmed their crucial role in the crypto
ecosystem. However each crash or failure of well know CEX leads to further reinforce-
ment of the regulatory landscape of cryptocurrency market and surveillance over insti-
tutions entrusted with safekeeping of assets (McDevitt, 2025)

Cryptocurrency exchanges operate in much the same way as other trading plat-
forms. They offer accounts that allow you to set up different order types to buy, sell,
and trade cryptocurrencies. There are two types of crypto asset exchanges. The first
type is a centralized exchange, or CEX (centralized exchange), which has its headquar-
ters and is listed in the register of enterprises in a given country [Hyeji et al., 2021].
The second type is a decentralized cryptocurrency exchange, or DEX (decentralized
exchange), which is an entity independent of state authorities and institutions engaged
in cryptocurrency trading and does not allow their storage, as tokens must remain on
a non-custodial cryptocurrency wallet in this case. Using centralized and decentralized
cryptocurrency exchanges involves certain differences related to security, anonymity,
or costs [Essén, Ekholm, 2020].

Centralized cryptocurrency exchanges act as intermediaries between buyers and
sellers and obtain funds through commissions and transaction fees. They operate simi-
larly to traditional stock exchanges and are the first stage in the process of purchasing
cryptocurrencies, as they accept fiat currency transfers and allow fiat withdrawals back
to a bank account. The first step leading to purchasing a given cryptocurrency unit
on a centralized cryptocurrency exchange is transferring fiat currency to an exchange
account, where it can then be exchanged for a chosen token [Wang et al., 2021]. Popular
cryptocurrency exchanges include Binance, Coinbase Exchange, Kraken, and KuCoin
[Barbon, Ranaldo, 2023]. Like websites or stock trading apps, these exchanges allow
investors to buy and sell digital assets. Assets can be sold at the prevailing price, known
as spot, or orders can be left that will be executed when the asset reaches the target price
desired by the investor, referred to as limit. CEX exchanges operate based on the order
book system, meaning buy and sell orders are listed and sorted by intended purchase
or sale price. The exchange algorithm then matches buyers and sellers based on the
best possible execution price, considering the desired batch size. As a result, the price
of digital assets will depend on the supply and demand for this asset relative to others,
whether fiat currency or cryptocurrency [Qin et al., 2021]. The presence of a central-
ized counterparty on CEX imposes a default level of responsibility on it to maintain
market order, fulfill KYC/AML controls on users, and obligate the exchange to ensure
the security of the capital invested by investors. Furthermore, crypto-asset service pro-
viders prior accepting funds of their clients, must obtain authorization from a com-
petent authority in an EU member state before operating in the EU (ESMA, 2023)
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Centralized exchanges offer investors a less complex way to trade and invest in
cryptocurrencies [Bentov et al., 2019], as well as security and reliability related to trans-
actions and trading. They are also responsible for the assets deposited on them. Cen-
tralized exchanges also facilitate transactions through a developed, centralized platform.
However, using CEX involves certain risks due to the fact that exchanges are oper-
ated by companies that are responsible for their clients’ funds [Bentov et al., 2019].
Such exchanges hold cryptocurrencies of significant value, making them targets for
hacker attacks and potential theft or embezzlement' [Bentov et al., 2019]. Moreover,
unlike peer-to-peer transactions, centralized exchanges often charge high fees com-
pared to DEX for their services.

The second type of crypto asset exchange is the decentralized exchange (DEX),
which enables peer-to-peer transactions directly from digital wallets without the need
for intermediaries, unlike centralized exchanges (CEXs). DEXs have gained significant
attention and are now the fastest-growing sector within the DeFi ecosystem. A major
advantage of DEXs over CEXs is that they allow users to retain control of their private
keys. When market participants deposit their crypto tokens with a centralized exchange,
they give up control of their assets, leaving them vulnerable to exchange risks. If the
exchange is hacked and funds are stolen, investors could suffer significant losses. Addi-
tionally, trading on centralized exchanges requires trust in the platform, which goes
against the core principles of decentralized finance. On the other hand, decentralized
exchanges (DEXs) operate through smart contracts, removing counterparty risk for
investors. Transactions are settled immediately after being confirmed and added to the
blockchain [Sans et al., 2023].

Most decentralized exchanges (DEXs) operate using automated market maker
(AMM) protocols, allowing for the direct exchange of two crypto tokens, such as X and Y.
At the heart of an AMM protocol is a market structure called a liquidity pool, which con-
sists of two separate pools: one containing X tokens and the other containing Y tokens.
The relative amount of tokens in each pool sets the exchange rate between the two tokens.

Liquidity pools enable two key functions: liquidity provision and token swapping.
Anyone holding both tokens can participate as a liquidity provider by depositing an
equal proportion of X and Y tokens into the pools, based on the current exchange rate.
In return, the liquidity provider receives LP tokens, representing their share of the
liquidity pool [Schoar, Schoar, 2022].

Examples of DEX include Uniswap, PancakeSwap, dYdX, and Kyber. Decentral-

ized exchanges are based on smart contracts, through self-executing code segments on

I An example is the collapse of the FTX exchange in November 2022, where the management made unof-
ficial decisions and siphoned capital from the exchange, leading to its downfall and the loss of part or
all of the funds deposited by its users.
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the blockchain [Kumar et al., 2020]. This form of exchange allows for greater privacy
and faster token flows than a centralized exchange. However, in the case of DEX, the
absence of an intermediary third party means that the user is entirely responsible for
their assets, so decentralized exchanges are intended for advanced investors [Canessane
etal., 2019]. To use DEX, only a non-custodial cryptocurrency wallet is needed — and
due to its decentralized nature, there is no registration requirement from users of the
decentralized exchange. Below table presents the key features and differences between

centralized and decentralized cryptocurrency exchanges.

Table 1. Comparative Analysis of Centralized and Decentralized Cryptocurrency Exchanges

Features

CEX

DEX

Type of exchange

Custody of assets

Security measures

Access to
investment
products

Connection with
fiat money

AML/CFT

compliance

Transaction fees

User experience
level

Regulatory
oversight

Customer
protection

Centralized

Yes

No private key and seed phrase, access
to customer service and technical support

Limited access only to investment products
available on the exchange

The ability to buy cryptocurrencies using
fiat currency

No anonymity, registration, provision
of personal data, and account validation
based on local regulations

High, the most expensive form of storing
and exchanging cryptocurrencies

Transactions through a developed,
centralized platform, allowing novice
investors a less complicated way to trade
and invest in cryptocurrencies

Fall directly under the MiCA regulation as
they are operated by identifiable entities.

The exchange administrator registered

in a given country is responsible for the
security of funds held on the exchange.
However, the risk of hacker attacks, theft,
or embezzlement related to management
actions exists

Decentralized

No, requires connection to a non-custodial
cryptocurrency wallet

Need to keep the private key to the
decentralized cryptocurrency wallet; losing
it means no access to the funds

Access to the full spectrum of
cryptocurrency projects and selected services
available through decentralized finance

Fiat currencies excluded from trading, only
cryptocurrencies tokens can be used

Full anonymity, no registration and
personal data provision required, and
unrestricted access to funds

Low, associated only with transaction
validation on the blockchain, currency
exchange at market price

No centralized administrator means the
user is entirely responsible for their assets;
intended for advanced investors

Present challenges in terms of regulatory
compliance and oversight, regulation
requirements for users applies on level of
exchange with CEX.

Full anonymity and user responsibility for
accumulated assets, secured by a private key
and seed phrase. No threats from hacker
attacks, theft, or embezzlement related

to management actions

Source: own research and analysis based on Wang et al. [2024].
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Decentralized exchange (DEX) users do not have to transfer their assets to a third
party, so there is no risk associated with hacker attacks. Additionally, due to the pos-
sibility of peer-to-peer cryptocurrency exchange, they prevent market manipulation,
protecting their users from capital loss [McMenamin et al., 2022]. DEXs do not require
clients to fill out know-your-customer (KYC) forms, offering privacy and anonymity,
and allowing access to a wider range of cryptocurrencies and digital assets. Moreover,
many altcoins are only available on decentralized exchanges. However, using decentral-
ized exchanges is more complex because it requires the use of a non-custodial wallet.
A special key (seed phrase), consisting of twelve words and a password, is required to
operate it; losing these means irreversible loss of the tokens and no possibility of recov-
ery [McMenamin et al., 2022]. DEXs require users to learn and familiarize themselves
with the platform and process, unlike centralized exchanges, which offer a more con-
venient and user-friendly mechanism [Kumar et al., 2020]. Additionally, with DEXs,
only crypto-asset trading is possible; fiat currency payments are not allowed. There-
fore, it is first necessary to deposit funds in fiat currency on a CEX, and after purchas-
ing a given crypto asset, it can be transferred to a decentralized cryptocurrency wallet
and used on a DEX [Fareed, 2023]. Decentralized exchanges are, therefore, an essen-
tial tool for investors looking to transition between two crypto assets [Chalkias et al.,
2022]. However, decentralized cryptocurrency exchanges are not without drawbacks;
besides the need for a non-custodial wallet secured with a seed phrase, decentralized
exchanges may experience liquidity issues and difficulties in finding buyers and sellers
with low trading volumes [Platt et al., 2020]. To address this problem, Automated Mar-
ket Makers (AMMs) have been developed, an innovative mechanism used by decen-
tralized cryptocurrency exchanges that revolutionizes digital asset trading by enabling
users to trade without the need for a traditional intermediary or order book dedicated
to matching buyers with sellers, while maintaining liquidity and coverage for selected
currency pairs. AMMs operate on models based on the concept of “liquidity,” where
the asset price is determined by defined algorithms. One of the largest decentralized
exchanges using AMMs is Uniswap, in a simplified form DEX refers to the equation
x *y =k, where x and y are the amounts of two exchanged assets that make up a given
currency pair, and k is a constant. This model ensures that the total value of both assets
in the pool remains constant because the change in the value of one asset must be offset
by an increase in the number of tokens of the other asset, so that their final sum always
equals k. AMMs use liquidity pools, to which users can deposit their assets, receiving
in return LP tokens (liquidity provider tokens) that represent their share in the pool.
When another user wants to make an exchange, interactions with the liquidity pool
cause changes in asset stocks, resulting in an automatic change in their price according
to the specified formula [Jiahua et al., 2023].
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To sum up, centralized cryptocurrency exchanges are preferred by inexperienced
investors as their operation is less complicated, more accessible, and intuitive, thanks
to the constant possibility of contact with an administrator and consumer support. CEXs
are the first entry point for an entity lacking knowledge in the field of crypto-asset trading,.
On the other hand, decentralized exchanges are usually preferred by experienced inves-
tors due to their decentralization, lower costs, and full access to decentralized finance.

Both Cryptocurrency exchanges are characterized by variations in security levels,
access, usage costs, and transaction processing. The key difference between custodial
and non-custodial wallets is full control over private keys [Samer, 2022].

Conclusion

There are two primary types of cryptocurrency exchanges: centralized exchanges
(CEX) and decentralized exchanges (DEX). Centralized exchanges are characterized by
a centralized management structure that controls user funds, offering a more streamlined
and user-friendly experience. However, this centralization introduces risks, particularly
related to security, as users must trust the exchange with their assets. If the platform is
compromised or experiences an operational failure, users could face significant losses.
Additionally, centralized exchanges typically require users to undergo identity verifica-
tion and other regulatory procedures, which can be a barrier for some individuals seek-
ing privacy or anonymity in their transactions.

In contrast, decentralized exchanges (DEXs) operate without a central author-
ity, allowing users to retain control of their funds and trade directly with one anoth-
er through smart contracts on a blockchain. This decentralization reduces reliance on
intermediaries and enhances privacy, but it comes with its own challenges. DEXs tend
to be more complex to navigate and may require a higher level of technical expertise.
Additionally, the absence of a central authority means that users are responsible for their
own security, including managing their private keys and safeguarding against risks such
as hacking or losing access to their wallets.

Despite the growing adoption of both CEXs and DEXs, there is a noticeable gap
in empirical research exploring the factors influencing the adoption of cryptocurrency
exchanges. While many studies have focused on the technical aspects of cryptocurren-
cies, blockchain technology, and the economic implications of decentralized finance,
few have delved into the behavioral and practical aspects of how individuals, businesses,
and institutions decide to adopt these platforms. Understanding the motivations and
barriers behind adopting cryptocurrency exchanges is crucial, as it can inform strate-
gies to increase adoption, enhance user experience, and address key challenges such as
security, accessibility, and regulatory compliance.
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Future research should focus on exploring how different groups — ranging from
individual investors to large financial institutions — begin integrating cryptocurren-
cy exchanges into their financial activities. This research should consider factors such
as ease of use, trust in the platform, regulatory considerations, the role of education,
and the perceived risks and rewards of participating in the cryptocurrency market. By
addressing these areas, future studies can help bridge the gap in knowledge and con-
tribute to the development of more efficient, secure, and user-friendly platforms that
promote wider adoption of cryptocurrency exchanges. Understanding the process of
adoption could also lead to more effective policy-making, particularly as governments
and regulatory bodies seek to navigate the rapidly evolving landscape of digital curren-
cies and blockchain technology.
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